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‘CLAIMANT'S REQUEST FOR FURTHER INFORMATION

‘CONCERNING THE FIFTH WITNESS STATEMENTOF

THE GCHQ WITNESS

The Claimant requests further information in respect ofthe Fifth Witness Statement of the GCHQ

Witness (dated 21 June 2017)

In paragraph 15, the CCH Witness states that the proper Interpretation of a “Bulk Personal

Dataset” under the ISC (Additional Review Functions) (Bulk Personal Datasets) Direction 2015

excludes a dataset derived from and containing raw sigint data, contrary to the plain words of

the Direction. The Claimant's position is that the GCHQ Witness has thereby fallen into legal

‘error. Pending resolution of this dispute of law by the Tribunal, and for the purposes of

responding to this Request for Further Information, the Respondents are therefore required to

respond on the assumption that a “Bulk Personal Dataset” includesa datasetof rav sigint data.

or data derived from raw sigint data, If necessary, the GCHQ Witness should make clarifications

tothe text ofthe Filth Witness Statement accordingly.

“10. [GCHQ's contractwith dustry partners] cover the work ofseveral thousand individual. AU those

anoloedwith operations systers are fully vetted. The great majoritydo their work at GCHQ sites where

they work under exactly the seme conditions as GCHQ staff end use the same GCHQ infrastructure. They



eve the same traming requirements for access toGCHQ systems as GCHQ steffi the same ares and are

sabes tothe same lve!of cut

12, While, as noted above, GCHQ does not use contracors for operational intelligence encysis, it ie

necessary for some contractors lo have access lo operations? data for the purposes of systems and

applications development This access may be on GCHQ operational systems, or through the provision of

sample datafr use with e new application while i is Berg developed. In all cases the data meus till

be no more than is necessaryfor the purpose for which it st be use”

1. Paragraph 10 explains that those contractors Involved with GCHQ’s operational

systemsare “fully vetted”. Paragraph 11 explains that certain contractors have access to

operational data other than on GCHQ operational systems. Please Identify which

contractors, who have access to operational data, are not “fully vetted”.

Ofparagraphs2364 and 25:

“23(4) [Contractors that have access to databases containing BPD or BCD) (typically betocen 100-200

individuals) access BPD / BCD only when necessary for purposes of system maintenance and

development,

25, ... It might be necessary for contractors to access sensitive dea f for example, mamtenance or

evelopment workon a part of he system dedicatedo holding material at included sensitive data required

the running of test queres that resulted in te etumingef such data ”

2. Are all queries of databases containing BPD or BCD made by contactors

à Logged?

b. Auditable?

Audited?

3. What records are kept of, and what controls are exercisedover, “test queries”?

Ot paragraçh 2500:

2946) One database containing BPD has been accessed remotely bya small numberof individuels (ser

‘than 20) working for industry partners. AI of these acceses were for the purposes ofsystem testing and
‘have occurred since 2015 wher the databace come into enutence. We canal demonstrate exactly what data

seas acess on these occasions. However none ofthe BPDs held on this particular system were assessed

as containing censitive data, so its highly nel tht such data wosaces.”



4. Were records kept of the access described in paragraph 29{b)? If so, when and why were

such records deleted?

Ofparagraphsi;

“31 GCHQ shares samples of operational data with industry partners to enable them o develop system

snd techniques that will improve GCHQ's capability to exploit te da. Samples of data are taken front

GCHQ systems and transferred securely, often via removable media, to industry partners cum IP

networks, which will have been accredited ly GCHQ accreditors and willbe accessed only tn GCHQ-

cerdito premises or ecredited arcas within larger premises and by vetted staf”

5. Whats the scale of data included in sucha “sample of operational data”?

6. Ifan industry partner were given, via removable media, a sample of operational data,

what (if any) controls would be exercised over the subsequent use of that data? In

particular,

a. Are queries ofthe data logged?

b. Are recordskept of the analysis ofthedata generated?

€. What if anything, has the Commissioner done to review the use of such data?

Of paregmph 3360}.

"B3(a). No BPD hasbeen transfere by GCHQ to industry partners in this peri.”

7. If BPD were assumed to include a dataset of raw sigint data, does this statement

remain correct?

Of paragraph MB

“3300. As for BCD, in the period 2010-11 some samples of operational data that might have contained

some section 94 data were transferred to industry partners, The possibility that some BCD data was

Includedin the operational data that was transfered rises from the relevant record, butit e not possible

tobe certainone ay the other becuse the sampleshave now been deleted. Except forthe poil transfer

in 2010-11, no BCD has been transferedby GCHQ to industry partners inthis perca”

8. Are all queries of such operational data:



à Logged?

de Auaitabler

3. 1 the consequent use madeof such operational data:

à Logged?

b. Auditabte?

Of paragraph 39.

“39, For those researchers who have access to GCHQ aperahona deta, or have dome soi the past, the data

to which they have acces is heavily circumscribed and restricted fo cha? they need or their project None

of tis deta consistsof BPD orBCD, nor has itn he pas. These rescerchers’ projets cm to myprove cur

“anal tools and techniques using operationaldeta, ina seas toa to cur use of dustry partners.”

10. If à BPD were assumed to include a dataset of raw sigint data, does this statement

remain correct?

Ol paragraph dt:

ÃO The rest ofparagraph840 of the Claimants skeleton argument) is untae. *

11. The Respondents’ departure from the ‘neither confirm nor deny” principle is noted. Is

dt correct that the sigint selectoryftargeting database (identified as the “target

dictionary” in paragraph £32. of the Heilbronn Institute Problem Book) is made

available to some researchers?

raph.

“42, The Commisstoners have been briefed in general tes about GCHQ's use ofindustry in the coure of

their inspections of GCHQ.”

12. Whenwas the briefing?

13. What were the Commissioners told atthe briefing?

14. What was the response from the Commissioners to the information they were told?



15. What, if any, audit was carried out in consequence?
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